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THE RISE OF COMPUTATIONAL SOCIAL SCIENCE

• Unprecedented volume of data on 
human behavior and societal 
trends

• Rise of computational techniques 
to analyze and interpret digital 
trace data

• Social media platforms have 
become a primary source of data 
through their APIs

• Recent concerns about the limited 
availability and quality of such data

Source: Lazer et al. (2009) Science

Source: Lazer et al. (2020) Science

@frapi9
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MISINFORMATION ABOUT MISINFORMATION

Misinformation

Disinformation

Propaganda

Clickbait

Junk News

Fake News

@frapi9

Source: Wardle et al. Council of Europe (2017)
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SOCIAL MEDIA AND MISINFORMATION

No quality control

Superspreaders

Echo chambers

Fake accounts and social 
bots

Cognitive biases

@frapi9

Source: PlaygroundAI
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RECENT CONCERNS

No access to relevant 
social media data 

Less and less content 
moderation

New generative AI

Researchers being 
(politically) harassed

@frapi9

Source: NYTIMES
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A NEW FIELD OF STUDY

@frapi9

“Fake News” appeared as 
a field of study after the 
2016 US elections

Exponential growth of 
papers over time

Similar patterns with 
COVID-19 and LLMs

Source: Stathoulopoulos et al. (2020)
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THE SPREAD OF TRUE AND FALSE NEWS ONLINE

@frapi9

Rumors spreading on 
Twitter (2006-2017)

Network science and 
statistical analysis

False rumors spread 
faster, deeper and 
broader than true rumors
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SPREADING DYNAMICS BY MATCHING CASCADE SIZE

@frapi9

Statistical differences in cascade 
properties are challenging due 
to dependencies among these 
properties

Important to control for 
cascade size

No more differences between 
true and false rumors!
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FAKE NEWS AND SOCIAL BOTS

@frapi9

Twitter conversations around 
2016 US elections

Bot detection and network 
dismantling

Most central users are likely to 
be bots

Very active in the early spread 
of misinformation news
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FAKE NEWS AND POLITICAL SUPPORTERS

@frapi9

Twitter conversations around 2016 
US elections

Influence maximization and 
causality analysis

Clinton supporters drive 
mainstream news

Trump supporters drive fake news 
spreaders
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CHALLENGES OF RESEARCH ABOUT MISINFORMATION

@frapi9

Adversarial setting

Massive volumes and velocity

Low-availability of data by 
platforms

Censorship concerns about 
potential intervention

Source: chatGPT
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ITALIAN MISINFORMATION BEFORE 2019 EU ELECTION

Network-based analysis

Monitoring low-credibility 
sources on Twitter

Controversial topics

Links to the far-right 
community

Limited volume

@frapi9
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IDENTIFYING MISINFORMATION AT SCALE

Disinformation, misinformation, 
false news, click-bait, conspiracy 
theories, unverified rumours, etc.

63 Italian news websites flagged by 
fact-checkers and journalists 

300k tweets, 16k articles, 20k 
unique users

@frapi9



15F. Pierri – CSR 2024

NETWORKS OF MISINFORMATION USERS AND WEBSITES

@frapi9
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IDENTIFYING DISINFORMATION USING TWITTER NETWORKS

@frapi9

Mainstream and 
Disinformation 

news

Twitter diffusion 
networks

Network 
comparison

Binary 
classification

Data 
Collection

Data 
Representation

Data 
Analysis

Final 
Results
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HOW TO COMPARE NETWORKS?

@frapi9

1. Global Network Properties:
Connected components, average clustering 
coefficient, main K-core number, etc…

2. Node Centrality Measures 
Distributions:

Degree, eigenvector, betweenness, etc… 

3. Network Distances:
Portrait divergence, directed graphlets 
correlation 

Low 
Complexity

High 
Complexity
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CLASSIFICATION RESULTS

High accuracy, especially 
for larger networks

Topological features are 
interpretable 

Disinformation is 
clustered

Mainstream news are 
broadcasted

Perfect classifier (AUROC = 1)

Random Classifier (AUROC = 0.5)

@frapi9
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IDENTIFYING DISINFORMATION USING MULTILAYER TWITTER 
NETWORKS

@frapi9

QUOTE layer

RETWEET layer

REPLY layer

MENTION layer
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QANON CONSPIRACY

@frapi9

Melting pot of conspiracy 
theories (Pizzagate, Obamagate)

From 4chan/8kun to Twitter, 
Facebook and YouTube

106 US candidates endorsed 
QAnon in 2020

Real-world violence
Source: CNN
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A MULTIVARIATE METRIC FOR QANON ENGAGEMENT

@frapi9
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CLASSES OF RADICALIZATION ON TWITTER

@frapi9

Right-wing 
influencers
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INFORMATION DIFFUSION ON SOCIAL MEDIA

• The study of information 
diffusion using social media 
data has exploded over the 
last 20 years

• Many researchers employ 
simplifying assumptions 
about that data

• Can those assumptions 
affect our understanding of 
social networks? Source: DeVerna et al. (2024)

@frapi9
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RESHARING CASCADES IN MICROBLOGGING PLATFORMS

• Some platforms (e.g., Facebook) 
only provide aggregated data about 
cascade sizes

• Microblogging platforms (e.g., X) 
provide more data but attributes all 
resharing actions to the original 
poster

o Star topology

• This misrepresentation hides the 
true dynamics of how information 
spreads

Source: Vosoughi et al. (2018) Science

@frapi9
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CONCERNS IN RECONSTRUCTING CASCADES

• We study how bypassing the 
cascade reconstruction process 
altogether impacts social influence 
analyses
o Twitter and Bluesky resharing 

networks
• We then investigate the structural 

effects of different reconstruction 
approaches
o A widely studied dataset of over 

100,000 Twitter true and false 
rumor cascades

@frapi9
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PROBABILISTIC DIFFUSION INFERENCE (PDI)

• A method to weigh the likelihood of 
potential parents being the true parent

• Stochastic approach: generate many 
versions

• We adopt two assumptions based on 
previous work to infer potential parents: 
o users with more followers 

(followers assumption)
o users who are more recently active in 

the cascade 
(recency assumption)

o Parameters alpha and gamma

@frapi9
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SOCIAL INFLUENCE ANALYSIS

• Pinpointing the most influential 
individuals within social networks

• Resharing networks
• 2 case studies: Twitter, Bluesky
• 10k random cascades

• Naïve vs PDI-reconstructed networks
• Node strength as proxy for influence
• If the two networks are very similar, 

the reconstruction process has 
minimal impact on these analyses

@frapi9
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CORRELATION BETWEEN NAÏVE AND RECONSTRUCTED INFLUENCE

• Spearman's rank correlation 
between node strength in the 
naive and reconstructed 
networks

• Low values in both platforms 
(especially Twitter) 

• Cascade reconstruction can 
considerably alter the perceived 
influence of nodes on both 
platforms

@frapi9
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WHICH NODES ARE AFFECTED?

• Non-influential nodes in the 
naive network gain influence in 
the reconstruction

• Most influential nodes lose 
influence after reconstruction

• Considering the top K% (1, 5, 10) 
influentials yields very different 
results in the two networks
• Careful when looking for 

”superspreaders”!

@frapi9
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HOW DIFFERENT ARE RECONSTRUCTED CASCADES?

• Dataset of over 100k true and false 
rumor cascades

• Comparison with Time Inferred 
Diffusion method (by Vosoughi et al.)
• You only reshare from accounts 

you follow 
• Problematic assumption: 50% of the 

content you see comes from outside 
your network

• Topological analysis of reconstructed 
cascades: PDI vs TID

Source: Vosoughi et al. (2018) Science

@frapi9
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RECONSTRUCTED CASCADES ARE HIGHLY DISSIMILAR

• Cascade similarity = Jaccard index of 
edges

• 100 PDI reconstructions for each 
cascade

• PDI vs PDI = 100*99/2 = 4950 
comparisons

• PDI vs TID = 100 comparisons
• Reconstructed cascades are highly 

dissimilar, especially for larger 
cascades

@frapi9
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DIFFERENT DISTRIBUTIONS OF TOPOLOGICAL METRICS

• Analysis of topological metrics:
• depth, structural virality and 

max breadth
• All distributions are statistically 

different according (2-sample 
Kolmogorov-Smirnov test)

• Example: more weight to the 
recency of a potential parent's 
post increases the depth and 
structural virality of cascades 
increase

@frapi9
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VACCINE HESITANCY AND ONLINE MISINFORMATION

Vaccine hesitancy hinders 
vaccination campaigns

Online misinformation 
can drive vaccine 
hesitancy and refusal

Significant associations 
between misinformation 
and hesitancy in the US

@frapi9

correlations
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VACCINE HESITANCY AND ONLINE MISINFORMATION

@frapi9
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ONE YEAR OF VACCINE MISINFORMATION

@frapi9
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ONE YEAR OF VACCINE MISINFORMATION

@frapi9
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HOW CAN WE REDUCE MISINFORMATION?

@frapi9

Reduce financial incentives

Shadowbanning

Down-ranking

Soft labels

Deplatforming

Source: PlaygroundAI
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MODELING THE INTERPLAY BETWEEN MISINFO AND VIRUS

@frapi9

How do misinformed populations 
influence the spread of disease?

SMIR model (Susceptible-
Misinformed-Infected-Recovered)

Mean field and ABM simulations

Twitter, mobile phone traces, 
voting record data
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MEAN FIELD RESULTS

@frapi9

All individuals have equal 
chance of interacting

Infection prob. (𝛽) for 
Misinformed is higher than 
Ordinary

Scaling factor 𝜆 = 𝛽𝑀/𝛽𝑂

Greater 𝜆, earlier and higher 
peak
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EFFECTS OF HOMOPHILY

@frapi9

𝛼 parameter to control 
interactions between 
Misinformed and Ordinary 
users (𝛼 = 1, full homophily)

Less infectious disease, 
higher harm for M nodes

Higher homophily, more 
shield to the O population
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DATASETS AND NETWORK CONSTRUCTION

@frapi9

Covaxxy (2021): 25M COVID-19 
vaccine tweets shared by over 
2M geolocated US accounts

Political leaning inferred from 
web domains shared

Newsguard ratings

Safegraph mobility data (2019)
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AGENT-BASED MODEL

@frapi9

Information network →
Twitter

Contact network → Safegraph

Identify misinformed Twitter 
users

Sample geolocated users in 
each county based on 
Dem/Rep proportions
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IMPACT OF MISINFORMATION

@frapi9

Propagate “misinformation” 
to Twitter neighbours with 
different thresholds (ɸ)

Extreme infectivity values: 
𝑝𝑀 = 1, 𝑝𝑂 = 0.01

Simulate disease dynamics

Worst case: +14% 
population infected
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LIMITATIONS

@frapi9

Beliefs and behaviours vary over time

Twitter is NOT representative of the 
general population

Simplifying dichotomy between 
Misinformed and Ordinary individuals

How to properly link misinformation to 
prob. infection?

Source: PlaygroundAI
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ONGOING WORK

@frapi9

Urban epidemic model based 
on demographics 

Electoral precinct data and 
political affiliation

Socio-economic features

How to link misinformation 
to infectiousness?
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AI VERSUS CONSPIRACY THEORIES

N=2190 CT believers

3-round dialogues with 
GPT4

Banal topic versus reduce 
conspiracy beliefs

20% reduction, 
consistent over time and 
spillovers

Source: Costello et al. Science (2024)

@frapi9
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THESIS PROPOSALS

@frapi9

• Leveraging Large Language Models to 
counter online misinformation and hate 
speech

• Simulating online social media platforms 
with LLMs

• Studying human behaviour in online 
multiplayer games (e.g. League of 
Legends, DOTA)

• Investigating conspiracy theories on 
TikTok and YouTube



THANK YOU FOR YOUR 

ATTENTION!

THOUGHTS?

F. Pierri – CSR 2024
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